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Risk-Based IT Audit

« anudAguedszuy (Critical System)
« avuudtanaatoys

= Cyber Risk

+ wansEnusBwWushH

= Compliance Risk

» Digital Government

NS:UDUMSOSIDaaU (IT Audit Process)

1  Annual Risk Assessment

11 '
2 Engagement Planning
13
m 3 Understand IT Environment
1
A 4 IT Risk Assessment
4
5 Audit Program
4
Q 6 Fieldwork
4
/\l.ll.[/ 7 Data Analysis
4
E 8 Working Paper
12
9 Draft Report
4
n 10 Exit Meeting
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@ Knowledge Base

Follow-up einu CMT
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0 msdamuna (Follow-up)

o LLUDMuMSasdvdaau (Audit Methodology)

4.1 Document Review 4.4 Observation
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Ailsne, fureumsufiifam, Server Room, Network Room,

—

dile, TOR, dtyoyn, DRP, CCTV, Backup Device

BCP, Risk Register, Minutes

4.2 Walkthrough 45 Configuration Review

. 0 Tigguaszuuaiuie Workflow
ﬂ" YOINTEUTUNTTENAL 1

Backup, Restore, User

ATINEBLNSHAATSELY il
Password Policy, Firewall,
MFA, Antivirus, EDR

Creation, Incident

? 4.3 Interview

. Aununigifiuadas

m ClO, IT Manager, System
Admin, DPO, whwaassuy

46 Sampling
dunsietioya 1iu User

Account, Admin Account,

Change Request, Incident,

(System Owner) Backup
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(Issue Risk Rating)
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(Relatively High Risk)

AnuEBothuRato melu 30 3u
(Medium Risk) (1162u)
]
AwdBoch melu 45 Su
(Low Risk)
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for Improvement)
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msdar Audit Program
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Objective

Scope

Audit Precedure
Sample

= = OE

Audit time (days)
Working Paper

Rules and Regulations
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W Document
¥ Interview
¥  Observation

W System Exidence
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1. Condition (anwitwu)
2. Criteria (intuidneda)
3. Cause (awg)

4, Consequence (mansznu)
B

Corrective Action (daiauauuz)

rfimur Risk Rating

Medium . Low . OF1

Checklist

PDPA

Cybersecurity

Digital Government

IT General Contrals (ITGC)
Disaster Recovery Plan (DRP)
Business Continuity Plan (BCP)
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@ MsUSADURUNW (Quality Assurance) @ msWitunaoARILS (AAR)

athsimilos Armunsdninnsiussu CMT ynnsfiadeedfings Review wanadadumsfionnaia
3 = Audit Program W Responsible Person . . Taw Senior Auditor niBusans BN a1 After Action Review (AAR)
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+ Checklist ¥ Due Date .'q + Risk L . ﬂadl‘h‘ﬁﬁ
= Best Finding ¥ Status Q & Objective = » dlgvuacglassa
SiEudance & Progress & Einch « unFeuiilddu
+ Objective & Risk "9 S
il IT Audit Repository v Recommendation » wwanaddnlge
e L, T sunimbsnduerldumswily Tufiniingndasafnrug
(4) UpdeuHoaWEANSD (Critical Success Factors)
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